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    	Oracle JRE SOP Bypass
	Posted Oct 20, 2010
	Authored by Roberto Suggi Liverani | Site security-assessment.com
	Security-Assessment.com discovered that a Java Applet making use of java.net.URLConnection class can be used to bypass same-of-origin (SOP) policy and domain based security controls in modern browsers when communication occurs between two domains that resolve to the same IP address. This advisory includes a Proof-of-Concept (PoC) demo and Java Applet source code. This demonstrates how the security vulnerability can be exploited to leak cookie information to an unauthorised domain, which resides on the same host IP address.

	tags | exploit, java
	advisories | CVE-2010-3573
	SHA-256 | 4dcd25f8fbcc43667adcc8e79c63a682a5cf651dd1ff009fd78b5a68c1584959
	Download  | Favorite | View
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	Ersin Erenler 4 files
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	malvuln 4 files
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	Man Pleads Guilty To Stealing Former Coworker's Identity For 30 Years
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