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1 Abstract

Passive target fingerprinting involves the utilization of network traffic be-
tween two hosts by a third system to identify the types of systems being
used. Because no data is sent to either system by the monitoring party,
detection approaches the impossible. Methods which rely solely on the IP
options present in normal traffic are limited in the accuracy about the tar-
gets. Further inspection is also needed to determine avenues of vulnerability,
as well. We describe a method to rapidly identify target operating systems
and version, as well as vectors of attack, based on data sent by client ap-
plications. While simplistic, it is robust. The accuracy of this method is
also quite high in most cases. Four methods of fingerprinting a system are
presented, with sample data provided.

2 Introduction

Passive OS mapping has become a new area of research in both white hat
and black hat arenas. For the white hat, it becomes a new method to map
their network and monitor traffic for security. For example, a new and
possibly subversive host can be identified quickly, often with great accuracy.
For the black hat, this method provides a nearly undetectable method to
map a network, finding vulnerable hosts.

To be sure, passive mapping can be a time consuming process. Even
with automated tools like Siphon! a sufficient quantity packets to arrive to
build up a statistically significant reading of the subjects’ operating systems.
Compare this to active OS fingerprinting methods, using tools like nmap?
and queso®, which can operate in under a minute usually, and only more
determined attackers, or curious types, will be attracted to this method.

2.1 Current Methods and Research

Two major methods of operating system fingerprinting exist in varying de-
grees of use, active and passive. Active scanning involves the use of IP
packets sent to the host and the scanner then monitoring the replies to
guess the operating systems. Passive scanning, in contrast, allows the scan-
ning party to obtain information in the absence of any packets sent from

! Available from http://www.subterrain.net/projects/siphon/ .
2 Available from http://www.insecure.org/nmap/ .
3 Available from http:/ /www.apostols.org/.



the listening system to the targets. Each method has their advantages, and
their limitations.

2.1.1 Active Scanning

By now nearly everyone is familiar with active scanning methods. The
premier port scanning tool, nmap, has been equipped for some time now
with accurate active scanning measures. This code is based off of an earlier
tool, queso, from the group The Apostols. Nmap’s author, Fyodor, has
written an excellent paper on this topic in the e-zine Phrack (issue 54 article
9)%. Ofir Arkin has been using ICMP bit handling to differentiate between
certain types of operating systems®. Because ICMP usually slips below the
threshold of analysis, and most of the ICMP messages used are legitimate,
the detection of this scanning can be more difficult than, say, queso or nmap
fingerprinting.

The problems with active scanning are mainly twofold: first, we can
readily firewall the packets used to fingerprint our system, obfuscating the
information; secondly, we can detect it quite easily. Because of this, it is
less attractive for a truly stealthy adversary.

2.1.2 assive Scanning

In a message dated une 3 , 1999, Photon posted to the nmap-hackers list
with some ideas of passive operating system fingerprinting . e set up a
webpage with some of his thoughts, which has since been taken down. In
short, by using default IP packet construction behavior, including default
TT values, the presence of the F bit, and the like, one can gain a confident
level of the system’s OS.

These ideas were quickly picked up by others and several lines of research
have been active since then. ance Spitzer’s paper dated May 24, 2
on passive fingerprinting included many of the data needed to build such
a tool. In fact, two quickly appeared, one from Craig Smith , and another
tool called p f from Michael alewski .

hisis e nitel amustrea toun erstan inghow active an hence passive scanning
occurs.  btain this article from http://phrac .infone us.org/ .

hese papers can be foun online at http://www.s s securit .com/ .

his note is available from the A archives of the nmap hac ers list at
http://marc.theaimsgroup.com/ .

lease see http://www.enteract.com/ lspit /pubs.html for this paper.

his tool can be foun at http://www.enteract.com/ lIspit /pass ng.tar.g .

p fcan be foun at http://lcamtufhac .pl/p fitg .



One very interesting tool that is under active development, extending
the earlier work, is Siphon. By utilizing not only IP stack behavior, but also
routing information and spanning tree updates, a complete network map
can be built over time. Passive port scans also take place, adding to the
data. This tool promises to be truly useful for the white hat, and a patient
black hat.

One limitation of these methods, though, is that they only provide a
measure of the operating system. ulnerabilities may or may not exist, and
further investigations must be undertaken to evaluate if this is the case.
While suitable for the white hat for most purposes (like accounting), this
is not suitable to a would-be attacker. Simply put, more information is
needed.

2.2 n ternat e roach

An alternative method to merely fingerprinting the operating system is to
perform an identification by using client applications. uite a number of
network clients send revealing information about their host systems, either
directly or indirectly. We use application level information to map back to
the operating system, either directly or indirectly.

One very large advantage to the method described here is that in some
situations, much more accurate information can be gained about the client.
Because of stack similarities, most Windows systems, including 95, 98 and
NT 4. , look too similar to differentiate. The client application, however, is
willing to reveal this information.

This provides not only a measure of the target’s likely operating system,
but also a likely vector for entrance. Most of these client applications have
numerous security holes, to which one can point malicious data. In some
cases, this can provide the key information needed to begin infiltrating a
network, and one can proceed more rapidly. In most cases it provides a
starting point for the analysis of vulnerabilities of a network.

One major limitation of this method, however, comes when a system
is emulating another to provide access to client software. This includes
OpenBS using the BS 1 version of the Netscape browser, and both Solaris
and SCO’s support for inux binaries. As such, under these circumstances,
the data should be taken with some caution and evaluated in the presence
of other information. This limitation, however, is similar to the limitation
that IP stack tweaking can place on passive fingerprinting at the IP level,
or the effect on active scanning from these adjustments or firewalling.

Four different type of network clients are discussed here which provide



suitable fingerprinting information. Email clients, which leave telltale in-
formation in most cases on their messages; senet clients, which, like mail
applications, litter their posts with client system information; web browsers,
which send client information with each request; and even the ubiquitous
telnet client, which sends such information more quietly, but can just as
effectively fingerprint an operating system.

nowing this, one now only needs to harvest the network for this in-
formation and map it to source addresses. arious tools, including sniffers,
both generic and specialized, and even web searches will yield this informa-
tion. A rapid analysis of systems can be quickly performed. This works
quite well for the white hat and the black hat hacker, as well.

In this paper is described a low tech approach to fingerprinting systems
for both their operating system and a likely route to gaining entry. By
using application level data sent from them over the network, we can quickly
gather accurate data about a system. In some cases, one doesn’t even have
to be on the same network as the targets, they can gather the information
from afar, compile the information and use it at their discretion at a later
date.

ai C ients

One of the largest type of traffic the network sees is electronic mail. Nearly
everyone who uses the Internet on a regular basis uses email in those trans-
action sessions. They not only receive mail, but also send a good amount of
mail, too. Because it is ubiquitous, it makes an especially attractive avenue
for system fingerprinting and ultimately penetration.

Within the headers of nearly every mail message is some form of system
identification. Either through the use of crafted message identification tags,
as used by Eudora and Pine, or by explicit header information, such as
headers generated by Out ook clients or C E mail clients.

The scope of this method, both in terms of information gained and the
potential impact, should not be underestimated. If anything, viruses that
spread by email, including ones that are used to steal passwords from sys-
tems, should illustrate the effectiveness of this method.

.1 n a e ne

Pine itself is one of the worst offenders of any application for the system it
is on. It gives away a whole host of information useful to an attacker in one



fell swoop. To wit! :

It is clear it’s Pine, we know the version (4.1 ), and we know the system
type. Too much about it, in fact. This is a list of the main ports of Pine as
of 4.3 :

1" have trie to saniti e all networ a resses or hostnames. f misse a few it was

ina vertant an  apologi e. oushoul be running more secure software an how.



ence, with the above message I , one knows the target’s hostname,
an account on that machine that reads mail using Pine, and that it’s inux
without shadowed passwords (the N host type). ang out on a mailing
list, maybe something platform agnostic, and collect targets. In this case,



one could use a well known exploit within the mail message, grab the system
password file and send it back to ourselves for analysis. This can easily scaled
to as many clients as has been fingerprinted; one mass mailing, and sit back
and wait for the password files to come in.

2 ther Ma C ents

This is not to say that other mail clients are not vulnerable to such infor-

mation leaks. Most mail clients give out similar information, either directly

or indirectly. irect information would be an entry in the message headers,

such as an -Mailer tag. Indirect information would be similar to that seen

for Pine, a distinctive message I tag. When this information is coupled to

the information about the originating host, a fingerprint can occur rapidly.
Some examples:

While not all clients give out their host system or processors, such as
Mutt or Outlook Express, this information can be used by itself to get
a larger vulnerability assessment. For example, if we know what version
strings appear only on Windows, as opposed to a MacOS system, we can
determine the processor type. The dtmail application is entirely too friendly
to someone determining vulnerabilities, giving up the processor and OS
revision. iven the problems that have appeared in the C E suite, and in
older versions of Solaris, an attack would be all too easy to construct.

ndn such nor aton

There are two main avenues for finding this information for lots of clients
quickly. First, we can sniff the network for this information. sing a tool like
mailsnarf, ngrep or any sniffer with some basic filtering, a modest collection



of host to client application data can be gathered. The speed of collection
and the ultimate size of this database depends chie y on the amount of traffic
your network segment sees. This is the main drawback to this method, a
limited amount of data.

A much more efficient method, and one that can make use of this above
information, is in o ine (for the target with respect to the potential at-
tacker) system fingerprinting, with an exploit path included. ow do we do
this We search the web, with it’s repleat mailing list archives, and we turn
up some boxes.

ou get the idea. Tens of thousands of hits, thousands of potentially
exploitable boxes ready to be picked. Simply evaluate the source host in-
formation and map it to the client data and a large database of vulnerable
hosts is rapidly built.

The exploits are easy. Every week, new exploits are found in client soft-
ware, either mail applications like Pine, or methods to deliver exploits using
mail software. Examples of this include the various buffer over ows that
have appeared (and persist) in Pine and Out ook, the delivery of malicious

files using Eudora attachments, and such. We know from viruses like
I O E O and Melissa that more people than not will open almost any
mail message, and we know from spammers that it’s trivial to bulk send
messages with forged headers, making traceback difficult. These two items
combine to make for a very readily available exploit.

senet C ients

In a manner similar to electronic mail, senet clients leave significant infor-
mation in the headers of their posts which reveal information about their
host operating systems. One great advantage to senet, as opposed to email
or even web traffic, is that posts are distributed. As such, we can be remote
and collect data on hosts without their knowledge or ever having to gain
entry into their network.

Among the various newsreaders commonly used, copious host info is
included in the headers. The popular NI newsreader ’tin’ is among the
worst offenders of revealing host information. Operating system versions,
processors and applications are all listed in the > ser-Agent’ field, and when



coupled to the NNTP-Posting- ost information, a remote host fingerprint
has been performed:

The standard web browsers also leave copious information about them-
selves and their host systems, as they do with TTP requests and mail. We
will elaborate on web clients in the next section, but they are also a problem
as senet clients:

And several other clients also leave verbose information about their hosts
to varying degrees. Again, when combined with the NNTP-Posting- ost or
other identifying header, one can begin to amass information about hosts
without too much work:

Either directly or indirectly, we can fingerprint the operating system
over the source host. Other programs are not so forthcoming, but still
leak information about a host that can be used to determine vulnerability
analysis.

11



None of these header fields are required by the specifications for NNTP,
as noted in RFC 298 . They provide only some additional information
about the host which was the source of the data.  owever, given that
more transactions that concern the servers are between servers, this data
is entirely extraneous. It is, it appears, absent from RFC 977, the original
specification for NNTP.

On interesting possibility to exploiting a user agent like Mozilla is to
examine the accepted languages. In the below example, we see not only
English is supported, but that the browser is linked to Acrobat. iven
potential holes, and past problems!!, with malicious P F files, this could
be another avenue to gaining entry to a host.

While this may seem that we’re limited to fingerprinting hosts, or out
of luck if they are using a proxy, this is not the case. We can also retrieve
proxy info from the headers. Recall recent problems with Squid!?:

While in this case the proxy is disconnected from the client’s network,
if this were a border proxy, we could use this to gain information about a
possible entry point to the network and, over time and with enough sample
data, information about the network behind the protected border.

1 ee A vulnerabilities ~ with ] an at
http://www.securit focus.com/ for more information
12 ee A s an at http://www.securit focus.com/.
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sin eb ra c

A remarkably simple and highly effective means of fingerprinting a target is
to follow the web browsing that gets done from it. Most every system in use
is a workstation, and nearly everyone uses their web browsers to spend part
of their day. And just about every browser sends too much information in
it’s ’ ser-Agent’ field.

RFC 1945'3 notes that the ’ ser-Agent’ field is not required inan TTP
1. request, but can be used. The authors state, user agents should include
this field with requests. They cite statistics as well as on the y tailoring
of data to meet features or limitations of browsers. The draft standard
for TTP version 1.1 requests, RFC 2616, also notes similar usage of the
 ser-Agent’ field.

We can gather this information in two ways. First, we could run a
website and turn on logging of the ser-Agent field from the client (if it’s
not already on). Simply generate a lot of hits and watch the data come
in. et on Slashdot, advertise some pornographic material, or mirror some
popular software (like warez) and you’re ready to go. Secondly, we can sniff
web traffic on our visible segment. While almost any sniffer will work, one
of the easiest for this type of work is urlsnarf from the dsniff package from

ug Song!?.

Examples of browsers that send not only their application information,
such as the browser and the version, but also the operating system which
the host runs include:

One shining example of a browser that doesn’t send extraneous informa-
tion is ynx. On both 2.7 and 2.8 versions, only the browser information is
sent, no information about the host.

The ser-Agent field can be important to the web server for legitimate
reasons. ue to implementations, both Netscape and Explorer are not equiv-
alent on many items, including how they handle tables, scripting and style
sheets. owever, host information is not needed and is sent gratuitously.

A typical request from a popular browser looks like this:

13 his an all other liste s are available from the website at
http://www.ietf.org/ .
his pac age is available at http://www.mon e .org/ ugsong/ sni /
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The ser-Agent field is littered with extra information that we don’t
need to know: the operating system type, version and even the hardware
being used.

Instantly we know everything there is to know about compromising this
host: the operating system, the host’s architecture, and even a route we
could use to gain entry. For example a recent problems in Netscape’s PE
handling'®.

sing urlsnarf to log these transactions is the easiest method to sniff this
information from the network. A typical line of output is below:

We can also use the tool ngrep! to listen to this information on the
wire. A simple filter to listen only to packets that contain the information
7 ser-Agent’ can be set up and used to log information about hosts on the
network.

A simple regular expression filter can do the trick:

This will print out all TCP packets which contain the case insensitive
string ser-Agent in them. And, within this field, for too many browsers,
is too much information about the host. With the above options to ngrep,
typical output will look like this:

1 ee A for more information.
! ngrep can be obtaine from the ac et actor website
http://www.pac etfactor .net/ rojects/ grep/ .
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Even more information is contained within the request than urlsnarf
showed us, information including cookies.

1 e erer mnerrntn

In much the same way as one can use the strings sent during requests by the
clients to determine what system type is in use, one can follow the replies
sent back by the server to determine what type it is. Again we will use
ngrep, this time matching the expression ’server:’ to gather the web server

type:

While specifics about the operating system information are lost, this
works to passively gather vulnerability information about the target server.
This can be coupled to other information to decide how best to proceed with
an attack.

This information will not be covered as this paper is limited to client
applications and systems being fingerprinted.

e net C ients

While telnet is no longer in widespread use due to the fact that all of its
data is sent in plain text, including authentication data, it is still used widely
enough to be of use in fingerprinting target systems. What is interesting is
that it not only gives us a mechanism to gather operating system data, it
gives us the particular application in use, which can be of value in deter-
mining a mechanism of entry.
This method of system fingerprinting is not unique to this paper. At
ope2k in New ork City in the summer of 2 , I saw this demonstrated
by a security analyst from Bell abs. e had a honey-pot system set up
that one would telnet to. An application would fingerprint the client and

15



hence the operating system. While I do not recall his name, his research is
acknowledged here as my introduction of this method of system fingerprint-
ing.

The specification for the telnet protocol describes a negotiation between
the client and the host for information such as line speed, terminal type and
echoing! . What is interesting to note is that each client behaves in a unique
way, even different client applications on the same host type. Similarly, the
telnet server, running a telnet daemon, can be fingerprinted by following the
negotiations with the client. This information can be viewed from the telnet
command line application on a NI host by issuing the ’toggle options’
command at the telnet prompt.

This information can be gather directly, using a wedge application, or a
honey-pot as demonstrated on the network at ope2k, or it can be sniffed
off the network in a truly passive fashion. We discuss below gathering data
about both the client system and the server being connected to. The same
principles apply to both host identification methods.

1 ner rntn enet C ents

The negotiations described above, and in the references listed, can be used
to fingerprint the client based upon the options set and the order in which
they are negotiated. Table 1 describes the behavior of several telnet clients in
these respects. Their differences are immediately obvious, even for different
clients on the same operating system, such as Tera Term Pro and Windows
Telnet on a Windows 95 host.

In this table, all server commands and negotiation options are ignored
and only data originating from the client is shown.

Some operating systems, such as IRI , use a specific and particular ter-
minal type. owever, this is usually not a good metric of the operating
system, as it can be spoofed or ambiguous, with a value such as vtl or
xterm. Instead, the value and order of various commands sent by the client
can be used to distinguish hosts and applications. For example, Windows
doesn’t set the terminal speed, inemode options or accept new environ-
mental options. To differentiate between the normal Windows telnet client
or Tera Term Pro, one can look for the option to negotiate a window size,
for example.

! or escriptive information on these options an their negotiations please see

S an . Also see
llustrate olume : he rotocolsb . ichar tevens
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Space only permits the above three clients to be shown. owever, as one
can imagine, differences both striking and subtle exist between the various
clients.

2 nerrntn e net er ers

Obviously, the most direct method to fingerprint a server would be to con-
nect to it and examine the order of options and their values as a telnet
session was negotiated. owever, as this study is concerned with passive
scanning of clients, we will leave it to the reader to map this information
and learn what to do with it.

Conc usions

In this paper has been illustrated the effectiveness of target system identi-
fication by using the information provided by network client applications.
This provides a very efficient and precise measure of the client operating
system, as well as identifying a vector for attack. This information is sent
gratuitously and is not essential to the normal operation of many of these
applications.

The main limitation of this information is found when a host is perform-
ing emulation of another operating system to run the client software. While
this is rare, it could lead to a false system identification. This mainly falls
in the open software world, however, and only for some operating systems.

The scope of this information should not be underestimated. There are
some who will note that all one will likely gain on a NI system is an
unprivilidged account. This may be, however, what we are after, the access
that a particular user may have to other valuable data. We may only want
their system privilidges, ie for packet generation in a oS network. For
non- NI systems, the impact is well illustrated by the October, 2 |,
compromise of the Microsoft Corporation network, where access was gained
to the source code of Windows and the Office suite. Repeating what is said
often, your perimeter is only as strong as its weakest link.

Similarly, there are some that will note that some of these attacks, such
as using the mail or senet client as a vector for entry, require a bit of
social engineering. While this is true, it is by no means any less of a threat.
Numerous times we have seen that people will read almost any email message
that shows up in their inbox. senet engineering is even easier: simply reply
to a message posted, such as a question, and the person is almost certain to
read the reply.

18



As such, for the black hat, this represents a quick method of passively
gathering target host information as well as a likely vector of attack. For
the white hat, it suffices to map a network with respect to operating system
and vulnerable application.

.1 Reco endat ons or Mt atn the Rs s

Would that the world were perfect, or at least software engineers were not
prone to errors, this information would not be usable against a host. ow-
ever, we exist in a world with operating systems littered with security prob-
lems and applications that are poorly programmed, ready to exploit. If we
lived in an ideal world, but we do not.

For web browsers, which are ubiquitous and used by nearly everyone
on the Internet, the host operating system should not be sent. Ideally,
information about what protocols are spoken, what standards are met and
what language are supported (ie English, erman, French) should suffice.

ynx behaves nearly ideally in this regard, and both Netscape and Explorer
should follow this lead.

With respect to senet and electronic mail clients, again only what fea-
tures are supported should be provided. Pine is an example of how bad it
can get, providing too much information about a host too quickly. There is
no reason why any legitimate client should know what processor and OS is
being run on the sending host.

Telnet clients are far more difficult. It is tempting to say that all telnet
applications should support the same set of features, but that is simply
impossible.

Proxy hosts should be used, if possible, to strip off information about the
originating system, including the workstation address and operating system
information. This will help obscure needed information to map a network
from outside the perimeter. Coupled with strong measures to catch viruses
and malicious code, such as in a web page script, the risks should be greatly
reduced.

The best solution is for application authors to not send gratuitous infor-
mation in their headers or requests. Furthermore, client applications should
be scrutinized to the same degree as daemons that run with administrative
privilidges. The lessons of RFC 1123 most certainly apply at this level.

In the intervening time, those with access to the source code of their
network clients may want to consider removing gratuitous host information
from their request packets or headers. This, however, doesn’t apply to most
users, and those that know about this method already practice this routinely.
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