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Nature of Phishing

3.8 daysAverage time on line for site

U.S.
Country hosting the most 

phishing websites

149
Number of brands hijacked 

by phishing campaigns

37438Number of unique sites

23415Number of unique reports

Financial Services continue to be 

the most targeted industry sector 

at 96.9% of all attacks in the 

month of May

- List of the main highlights reported for 

May 2007 -

Statistics from the Anti Phishing Working Group (AWPG)

confirm the global nature of phishing whose primary target are

financial institutions



Growing Effectiveness and Efficiency of Phishing

Over the last months phishing attacks have become more

effective and complex to track and challenge

US

China

- The top 5 list of breaches -

InformationWeek Research & 

Accenture ïInformation 

Security Survey 2007

Phishing 

represents the 

third type of 

successful 

attack against 

enterprises 

(mainly banks)

Symantec has detected a number of phishing 
sites that have been hosted on government URLs 
over recent months. In June alone (2007), 
fraudulent sites were identified on sites run by the 
governments of Thailand, Indonesia, Hungary, 
Bangladesh, 
Argentina, Sri Lanka, the Ukraine, China, Brazil, 
Bosnia and Herzegovina, Colombia, and 
Malaysia.
"Hosting a phishing Web page on a government 
site has a number of advantages for a phisher. 
Government Web sites often receive a 
high volume of traffic, so their servers can handle 
the extra traffic generated by a phishing site"
writes Symantec researcher Nick Sullivan. "This 
extra traffic might not be noticed immediately, 
giving the phishing site a longer lifespan before it 
is detected and shut down. Perhaps most 
importantly, hosting a phishing site on an actual 
government URL gives the phishing site a sense 
of authenticity thatôs hard to beat."

- Improving Phishing quality attacks -



Taxonomy of Phishing Attacks

Phishing attacks can be classified according to their nature

Email,IM

Phishing 

Attacks

E-mail

IM, IRC, etc.

- Description -

ÅSpoofed e-mail are sent to a set of 

victims asking them (usually) to upgrade 

their passwords, data account, etc.

ÅMSN, ICQ, AOL and other IM 

channels are used to reach the victims. 

Social engineering techniques are used 

to gain victimôs sensitive information

ÅCalling the victims on the phone, 

classic social engineering 

techniques are used by phishers

ÅAnother kind of attack is based on the 

internet browser vulnerabilities. This 

approach is usually adopted to 

automatically install dialers

Phone, mail, 

etc.

Exploit based

- Classification of the Attacks -



A Process of Phishing Attacks

ÅIn a typical attack, the phisher sends a large number of spoofed (i.e. fake) e-mails

to random Internet users that seem to be coming from a legitimate and well-known 

business organization (e.g. financial institutions, credit card companies, etc)

ÅThe e-mail urges the victim to update his personal information as a condition to 

avoid loosing access rights to specific services (e.g. access to online bank account, 

etc).

ÅBy clicking on the link provided, the victim is directed to a bogus web site 

implemented by the attacker

ÅThe phishing website is structured as a clone of the original website so that the 

victim is not able to distinguish it from that of the service he/she has access to.

Lots of e-mails are 

sent to a set of 

random victims

The victim changes

her data 

E-mail urges 

the victim to 

update her data 

via web (a spoofed

one)
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